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used for creating group session keys often result in increased interaction data and interaction times. An anonymous

group key distribution scheme for the internet of vehicles was proposed to address these challenges. The Road Side

Units (RSUs) were used to facilitate the creation of group session keys among multiple vehicles. Identity-based pub-

lic key cryptography and an improved multi-receiver encryption scheme were utilized for communication between

RSUs and vehicles, enabling two-way authentication and secure distribution of group session keys. During the key

distribution process, a single encryption operation was sufficient to allow all group members to obtain a consistent

session key. This reduced the reliance on TTP for authentication and group communication. Formal security proofs

demonstrate that the proposed scheme satisfies basic security requirements. Furthermore, performance analysis and

comparisons indicate that this scheme offers lower computational overhead and communication overhead compared

to similar schemes.

Keywords: internet of vehicles, authentication, group session key
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@ CMET, MT, o HEHL S (0,,x,)
M(o,,y,) B FAEE, HARAAE, W C
PRI, G HAEAE, WIkSaE T T
HAE.

® R M T seed, M HE V, 15 B B X
m'=Dy. (V) «

@ C EHdk (' seed, K, K, UV, )
EMAERT, H, AL, K& m' FEAWISCR .

F, RN, R IR R S
%jﬁﬂ—@—%J@—%Jo

Challenge: #F A ¥ (ID,,ID,,---,ID,,m") Fl
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H9%

S, RGPREFE . CEFE {01y, BELBIE
(K153 89 S = {ID,,ID,,ID;,---,ID, } . GBI HhAT
Extract #{F, C"[{3H1/"{ID,,ID,,---,ID,} KIPT
HEH, LXNMEHENd,,d,,d}. CHE
) H, AHCR (01D 1) » Hithie, =10 C kb
HlEio {01}, FHitH seed” =h,(0),U =P, LA
seed” AP F BN RR AN EE BE R sk o X T
i=2,-t , C ¥ x,yeio, , i &
K =x ||(y ®seed) , K, :x; | (y; ®seed’) ,
Vi=E_.(m) , p =h(m seed K, K, K,
U.V). %, CHRMT ARIEHELC=U,
K, KK,V p0)

(2) % #HAEH

H,,h,h,,h,,h,,Extract 1 Decrypt [ 7 1] A ]
LAEE — R AR RN e 2 TF A frh B
A =4, WA RSN S0, A REiEKk.

#T=e(P,P)Y"™, WT" =e(bP,acP)” =e(U,,
aH (ID ) =e(U,,d,) . B, CR&—HRIE
o MbAh, TG, ERENUEREITE, Bk, C
AT LU {H,, by, by by, Ay BERLTRE AL 24
FAREINE L. A1

Pr[ A(P,aP,bP,cP,e(P,P)*)=1]|=Pr[f' = ]

PRI, A FER 8] T P BUdi 75 8 0 B 44 1 R A
KN e o Bk #FH C AL A t=T+(q, +q,+
g7+ + D)7, +(qy, + 9, +49,, ¥, Y49, T4+

q,)0(1) Wk fit e 5 BDH o] BB 9 e =

Sy

WL TR BDH ) @) e B AR, B 4
ID-MRE 77 & & ANON-sMID-CCA2 %411

EIE 2 [E4 ID-MRE Jj £1E (T,e)-
DBDHP ﬁE i’ﬁ T T‘EE (T’ qu 5th 9q]12 :qh} 9Qh4 aqg’qda E’)_

IND-Smid-CCA2 % 4x1), Hrpe= (1-(1—2%)
L)),

1_27 € r=T+(qu+qe+qd)Tl+ (t+Dr, +

Gy, + 9+, T4, T4, +4.+9,)00) o q4.9,.9,

B>, »9er g 73 RN WG A5 08K H, By, by By,

Extract, Decrypt (& HREL . 7,7, 7R IRFTEG,
bR SRR R XA RS e ()T SREA ]
SEFE 2 FERIAEF 1 200, AR £
3R .
42 JFERR UL EMIERR
B 7 MBA B A X T SR 1) e A VAT o A
Ab, RN 5 SR RE MR I VELH 1) 2 BT
(1) IEmHE
#+ TTP. RSU FIZEHI WL, W RSU
A IR SR G 2 4 KRR B4 44 1 A2 B, RSU
Xof BN A W IE R PRSI .
e(F, P)=e(t,C,, P)e(sQ,, P) =
e(C,,T)e(Q,,F,,)

RSU X HEE 24 M IEFATEIS DT

e[zn:niFi,Pj = e(zn:nl. (1.C + dl.),Pj =
i1 i=1
e[iﬂitici,Pje[iﬂ[SQi,P):

i=1 i=1

e(nt,C,P)---e(n,t,C,,P)-
e(7,5Q,,P)---e(n,50,,P) =
e(nC.,T)---e(n,C,T,) e
(10, P)+€(1,0,. P,y ) =

ll[e(nici’]—;)e(niHl (VIDI.),Ppub )
i=1

X AR ) 2 $RCE T o, Hod,
LX) TER PEE T A0

h(e(U,,d,))=h (e(rP,sH (VID,))) =
h (e(sP,H,(VID,))" ) = h (e(P,,.0,))

(2) W AAIE

TEZERHAN RSU AT IE P fE v, — 7T 4=
fnlEE TTP X RSU ST IMIE; 7
—J5TH, RSU XHAREINFE R 53 AT R &%
ZIGAUE, Lk B ZEIE 1) B 1

(3) ELM

TR 4, AR TTP #EATE M, Al
FHZEM B S S5 A0 TTP BB HL B E i, B
PID, = VID, ® h(a,B,) = VID, ® h (f.4,) . H
o B, B4, I B HOS B n i, Tk S I
PIBENLEL o, 71 B, o FEZEAWAE A2 A1 RSU B0 %
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I, fEHRE AR AL, AR RS S . ot
TEFIME, RITIRE RS S 41

(4) HERA

RSU i 2| 7 4% 1) 15 3K 15 & Request =
{RID,,,PID,,0,,Session_Req,T, .} f&, &5
(5 BN | T) T, [< AT . £ R
8 AT, WHEZE %GR, HINE T, SHT%4 o,
IR R, BT, WME JF B 806 R A5 B o ik
FRIN AR A 1 o PRI, Boat 3 M AR 1 5k
HRMEE 5 RSU BT H A INIE, B2  RIIF
R4, BT ST AR E T

(5) P A N Bty

i AE 249 A RSU (8] S v i) N Ko i
JUE GRS H e — NEVEAR) RSU, [FIHE RSU
FAE FE — DGR R, AR SR D IERRE
Wl H TN 3 P AT — A Bk, T
ZRAE RSU FZE A 8] ] A 5t p I N i

5 [%RESTHR

A S M BRI 7 R 5 OCER[21] X
BR[241 77 RAEH B H A 0 K UL SR EGE
T BIT 9 FE B TR RDE (S A . AU RET
Tate WX e: G, x G, » G, » HH G, & & LAE
AT R E: ) = X° + xmodg LA ¢ B
hnv2#E, g 9 512 bit FIZEL, g 9 160 bit 1 Solinas
R TR DEERIEMH JPBC EAR
BN 221 GHz i7-8750H 16 GB [ FHL 4Tl
Mo 3K 2 FIH T INfERE P K 1 A BT/ 10
N [A] o

e B S 1EE HM AR n A, EHXE
7 BRI E I B G TR T .

51 iHEFHEIH

EXHRRITEFR, TA HFEAHHS=
{H (rid,)}_, PR DT HBK,, - B 2 K
FIBHEA 0 WET B (EERE L CTy,, IS
B 1 RIS, 3 YORFHEH, | IKEEG,
W RIRIEHE . W45 SCHER[21]77 SR I 1B AT I
B (n+3)-T,+n-T,+T, +T, ~155In+
57.68 ms o 75 2H B R i % B SO B 23 15 2 EH I
ST RS, KEREITaSEE a7
b, BT BN 2 R IE R 1 IREEG, BRI

FIZ B n WCRIBHA n JHE G, LI migRiE 5.
FIAS SCHR [21] 7 S B i s AT IR O 207 +
T,o +n-T,+nT, ;~46.89n+20.15ms .

exp

x2 THEZRIEPHRIATE

Table 2 Time required for operation

(iie) filiik & []/ms
T, LA Lo 12 5L 3T 75 g ] 8.97
T TERE LM — B TR R ) 15.5

T, R G, L — AR TR (F A 15.42
T, TERE G, B — R s sfeis S 5 (R () 31.39

T, ERE Gy LA — R RIS ST it (K [h) 221
T YA T B B ST R R ) 34.47
T, Ak YR AR o a5 5725 B 7 9 ) 0.69
Ty, Ml — M A B ST R R ) 0.02
T, FEHARSE B Z, B SR 1) 0.01

YT SCHR[24177 5, RIEFH AL C T
i 2 RBUS FeIEIS L, 3ntl IRIGTSISEL, n IRWE 7
BB, n RECXHEE, n KRB ER 1 IKXTRR
mo#E s &5, W 2.7, +@n+l)-T, +n-

sm-Gy
T, +n-T, +n-T, +T, ~59n+31.55ms o % T-fi#

p
WIaH, W WESCHILEL R, BB 2
UCWC ¢ K A W] ITFC 20 B2 R, Hop
Vi, jit <n o BCEMREEON, T2 ¢ R
FEXHIZ S, 2042 MG A IS, ¢« RERIAE T,
Lot B de 5. B T, + (20 +2)
Ty+t-T,+T,~2443t+0.73ms .

sm-G,

EN T e RS € S PR
B, n RIGH B IS, n IREAHERE, n R
BH, 3+l RIS IE SR 1 ONAR N s 5. R
TW_Gl +n~]},p+n‘7}ﬁp+n~TeXp+(3n+l)-];,h+Twz
59n+16.13 ms . fREN, ZEHFHEILECE TP
K, , ARt ZILAC ¢ X7 TR BN R K, e
1<<i,j,t <n. WEPRHHSEFHTFEM 11X
Fexfiz b, 4 IRSAIBHEAM 1 XNFRIEE B,
W7, +4-T,+T, ~3524ms .

R3FIM T 3 AT RAEINMRE B B B
BATIE], X ¢ BCFS BRI n/2. 9 T EEW
M RIBATI TR RIS EE, 1 2 JR o T B 4L A
HERA, B J7 SRIMPEE SIS 4TI H F AL
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H9%

Olo BB SLRE /T A W RSU, A 1)
R AT B SEBR I TR, ATy RAEIBATI (8]
FE A AN T AL

&3 BITRIEIELER
Table 3 Run time comparison

S T I 18] /ms fiA 25 1 6] /ms AR /ms
SR 5 51,05768 4689142015  62.4n+77.83
S
HHR2AT so,13155 24434073 7122043228
VE
A 591 +16.13 3504 59n+51.37
7000 -
------- SCRR21 177 %
6000 || ----3CHR[24] 5 %
— KX FR
. 5000}
E
E 4000
=
1"
g 30001
2000}
1000}
20 30 60 80 100
AR

K2 BIEATH X
Figure 2 Total run time comparison
52 BIEFHESH
XTRANTTER, FEHTE SRR H

WETHH. B G BENLITER N 128 byte, EFXFA
[FHT7 58, WA 75 SR #K B2 20 byte. 28 byte
H1 48 byte IS Ay R AL, R FRINES % Ky
16 byte, H[AIEN 4 byte. &7 L% LK EXT L
Wk 4 s,

R4 BILKEILL

Table 4 Comparison of ciphertext lengths

ES W K /byte

S NNES (CTygge, S, T7) A1 BK,p, 1481 + 388
SCHR[24]77 % (R, R, U, U,,V) 48n+272
ARITT % UK, K,.V,p) 28n+164

MHR211 A, CTy & XIS MR
(CT,,CT,,CT,) - {HEMIESRA 2 1H I, 18
T EAEE S MBK, - JLHAEBK, » HITEE S
X AR AR 1, WO R S RO (E B A BE
H TA HEHT HA W, FRHEN HBRER

AR X R BK o+ A ANBE IR SRS 2.

MITCEEMR A58, % TA |G BIE X
K 128 %3+ 200 + 4 +128n = 148n + 388 byte.
LHR[241 HEH, X C=(R,.R,U,

U,V) , H%EXKEN 48n+128x2+16=
48n + 272 byte.

z"(ijj%qj, %_:i C=(U1,K1,"',K,,,Vap) ’
H K N 128+ 280 +16+20 =281 + 164 byte.

6 ZEERIE

N T R TR R 2 A R R e A
SCPRFR, ASCHR I M T B I R
R ITH, TE—EREE LT ZRA7 TTP TUA M R R )
s, ARG . R, ARSCIE
AR AP TT T PRAR A 1 BT T SR 1
gt ettt W TR AR E T )
P&, AT S RSRALE B9 R 5 RAFTR
M ZRicE I T ®AERRReR. T2 1T
YRR Z SEhrdp s, Wil Bh X HeiE sl
I TN TIE AT B 1y 2 ) 2 i S I S
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